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Abstract

The imposition of financial messaging sanctions against select states in recent
years has proven to be a markedly effective measure within the realm of
international affairs. In this context, the Society for Worldwide Interbank
Financial Telecommunication (SWIFT) has been particularly targeted by
sanctioning entities- such as political blocs and sovereign governments- as a
potent instrument to exert coercive pressure on recalcitrant states. This
development has, in turn, prompted certain affected states to seek out
alternative financial networks and technological solutions to circumvent the
SWIFT system. Concurrently, the advent of recent advancements in financial
and blockchain-based technologies has given rise to the notion of establishing
faster, more cost-effective, and more transparent monetary transaction
mechanisms as potential replacements for the existing SWIFT infrastructure.
This confluence of developments has raised a series of issues in public
international law that warrant rigorous examination. Employing a descriptive-
analytical method, this article seeks to elucidate the multifaceted legal
challenges surrounding the sanctioning of the SWIFT system in the realm of
international law. While introducing the significance of SWIFT and exploring
the relevant domestic laws in Iran, it critically examines the legitimacy, or
lack thereof, of the international sanctions imposed on the SWIFT network.
Furthermore, it evaluates the responses of various states to the SWIFT-related
sanctions and some of the alternative solutions proposed by governments.
Findings suggest that the imposition of sanctions on the SWIFT network has
had profound implications on the global financial landscape. One key
consequence has been the acceleration of efforts by sanctioned states to
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develop and implement alternative financial messaging systems, such as
Russia's SPFS (System for Transfer of Financial Messages) and China's CIPS
(Cross-Border Interbank Payment System).
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34. Terrorist Finance Tracking Program. For more information, see https://home.treasury.gov/policy-
issues/terrorism-and-illicit-finance/terrorist-finance-tracking-program-tftp, Last accessed on July 5, 2024.
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41. European Parliament resolution of 5 May 2010 on the Recommendation from the Commission to the
Council to authorize the opening of negotiations for an agreement between the European Union and the
United States of America to make available to the United States Treasury Department financial messaging
data to prevent and combat terrorism and terrorist financing, available at: https://www.europarl.europa.eu/
doceo/document/TA-7-2010-0143_EN.html, Last accessed on July 5, 2024.
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47. Andreas F. Lowenfeld, International Economic Law, 2nd ed. (Oxford University Press, 2008) 891-925.
48. Iran Sanctions, Accountability, and Human Rights Act, 2012.
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