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3. Tallinn Manual on the International Law Applicable to Cyber Warfare, Prepared by the International
Group of Experts at the Invitation of the NATO Cooperative Cyber Defence Centre of Excellence,
Cambridge University Press, 2013; Tallinn Manual 2.0 on the International Law Applicable to Cyber
Operations, Prepared by the International Group of Experts at the Invitation of the NATO Cooperative
Cyber Defence Centre of Excellence, Cambridge University Press, 2017.

olo ¥ 40) yo5 4 Jwg gio Juol (a8 & yoxie a5 Canl S paie s> (symlo lacllas b cloialy Jgl asens F

Sl dlos b WS oo el oy (sl 1y gy €83 B> 4 Juogs g o Jlallipm Laly) 53 (ot Jlo jgidia ¥
1Sy S 0 B dilodine Slasls U g5 4 Juwss

- www.ccdcoe.org/tallinn-manual.html (last visited: 25 July, 2019)
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- Kristen Eichensehr, “Review of the Tallinn Manual on the International Law Applicable to Cyber

Warfare”, (Michael N. Schmitt ed. 2013), American Journal of International Law, Vol. 108, pp. 2014; See

also: Terence Check, Book Review: “Analyzing the Effectiveness of the Tallinn Manual’s Jus Ad Bellum
Doctrine on Cyberconflict: A NATO-Centric Approach”, Cleveland State Law Review, 2013.
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7. “How is the Term "Armed Conflict" Defined in International Humanitarian Law?”, International
Committee of the Red Cross (ICRC) Opinion Paper, March 2008, pp. 1-3.
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9. Convention on Rights and Duties of States (Montevideo Convention), 1933, art.1.

10. John P. Grant and J. Craig Barker, Parry & Grant Encyclopeedic Dictionary of International Law,
Third Edition, Oxford University Press, 2009, p. 599.

11. Martin Pratt, Booklet of Applied Issues in International Land Boundary Delimitation / Demarcation
Practices, (A Seminar organized by the OSCE Borders Team in co-operation with the Lithuanian OSCE
Chairmanship, 31 May to 1 June 2011 Vilnius, Lithuania), 2011, p. 8.

12. British Guiana Boundary Case (1899) 188 C.T.S. 76; Alaska Boundary Arbitration (1903) 15 R.1.A.A.
481 cited in: John P. Grant and J. Craig Barker, Parry & Grant Encyclopadic Dictionary of International
Law, Third Edition, Oxford University Press, 2009, p. 69.

13. Department of Defense Dictionary of Military and Associated Terms (Joint Publication 1-02), 8
November 2010 (As Amended through 15 December, 2012), p. 74.

14. Marcel Danesi, Dictionary of Media and Communications, M.E. Sharpe, 2009, p. 135.
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ICJ, Case Concerning Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United
States of America), Judgment of 27 June, 1986, (Merits), p. 101, para. 191.
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2(0). Dominant system

21. Marco Roscini, “World Wide Warfare -Jus ad bellum and the Use of Cyber Force”, Max Planck
Yearbook of United Nations Law, Vol. 14, 2010, p. 87.

22. Matthew C. Waxman, “Cyber Attacks as "Force" under UN Charter Article 2(4)”, International Law
Studies, Vol. 87, 2011, p. 45.

23. Marco Roscini, op.cit., p. 90.
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24. Cyber war - Cyber warfare

25. Cyber attack

26. Laurie K. Blank, “International Law and Cyber Threats from Non-State Actors”, International Law
Studies (U.S. Naval War College), Vol. 89, 2013, p. 435.

27. Terry D. Gill and Paul A. L. Ducheine, “Anticipatory Self-Defense in the Cyber Context”,
International Law Studies (U.S. Naval War College), Vol. 89, 2013, p. 459.

28. Tallinn Manual on the International Law Applicable to Cyber Warfare, prepared by the International
Group of Experts at the Invitation of the NATO Cooperative Cyber Defense Center of Excellence,
Cambridge University Press, 2013, Rule 30, second commentary.

29. See: Laurie K. Blank, op. cit., 2013, p. 415; Nils Melzer, “Cyberwarfare and International Law”,
UNIDIR Resources, 2011, p. 5; lan Brownlie, International Law and the Use of Force by States, Clarendon
Press, 1963, p. 362; Karl Zemanek, “Armed Attack”, in RidigerWolfrum (ed.), Max Planck Encyclopedia
of Public International Law, 2010, para. 21, cited in: Nils Melzer, op.cit., 2011, p. 13.
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31. Additional Protocol | to the Geneva Convention of 12 August 1949, and Relating to the Protection of
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